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Ortto

Customer GDPR Addendum

This General Data Protection Regulation Addendum (“Addendum”), effective as of _______________ (the 
“Effective Date”), amends those certain Terms of Use (https://ortto.com/terms/) (the “Agreement”) between 
__________________________, located at ___________________________________ (“Customer”)  and Ortto 
Inc., located at 1390 Market Street, Suite 200, San Francisco, CA, 94102 (“Ortto”), governing Customer’s use of 
Ortto services. Customer and Ortto are each a “Party” and collectively are the “Parties”.

In consideration of the mutual promises and obligations set forth herein, the sufficiency of which the Parties 
acknowledge, the Parties agree as follows:

1. Definitions

Capitalized terms used in this Addendum have the meaning set forth in Article 4 of the GDPR, unless defined in this 
Addendum or in the Agreement. References to “GDPR” shall be construed as references to “GDPR” and/or “UK 
GDPR”, as applicable. The following terms shall have the meanings set forth below:

a) “Customer Personal Data” means Personal Data that is provided by Customer to Ortto and Processed 
by Ortto on behalf of Customer pursuant to Ortto’s provision of the Services.

b) “Data Protection Laws” shall mean, to the extent applicable, (i) the EU General Data Protection Regulation 
2016/679 of the European Parliament and of the Council (“GDPR”) and any related or implementing 
domestic legislation, (ii) GDPR as transposed into United Kingdom national law by operation of section 3 
of the European Union (Withdrawal) Act 2018 and as amended by the Data Protection, Privacy and 
Electronic Communications (Amendments etc.) (EU Exit) Regulations 2019 (“UK GDPR”), together with 
the Data Protection Act 2018, and any subordinate, related or implementing domestic legislation (“UK Data 
Protection Law”); each as may be amended or replaced from time to time. 

c) “Member State” means any relevant member state of the European Union (“EU”) or European Economic 
Area (“EEA”) from time to time.

d) “Personal Data Breach” means a personal data breach as defined in Article 4 of the GDPR that affects 
Customer Personal Data.

e) “Restricted Transfer” means a transfer of Customer Personal Data by Customer or on its behalf to Ortto 
or any Ortto Affiliate (or any subsequent onward transfer), in each case, where such transfer would be 
prohibited by Data Protection Laws in the absence of the protection for the transferred Customer Personal 
Data provided by the relevant SCC. 

f) “SCC” means, as the context requires or otherwise indicated in this Addendum, (i) Module 2 of the EU 
standard contractual clauses set out in the Commission Implementing Decision (EU) 2021/914 of 4 June 
2021 on standard contractual clauses for the transfer of personal data to third countries pursuant to 
Regulation (EU) 2016/679 of the European Parliament and of the Council,  as amended or replaced from 
time to time by a competent authority under the relevant Data Protection Laws (“Module 2 SCC”), and/or 
(ii) the International Data Transfer Addendum to the EU Commission Standard Contractual Clauses issued 
by the UK Information Commissioner under section 119A(1) Data Protection Act 2018, as amended or 
replaced from time to time by a competent authority under the relevant applicable data protection law (“UK 
IDTA”).

g) “Subprocessor” means any third party (other than Ortto’s employees), including any affiliate of Ortto that 
Ortto engages in accordance with the Agreement, that Processes Customer Personal Data on behalf of Ortto 
in order to provide the Services.

https://ortto.com/terms/
https://eur-lex.europa.eu/legal-content/EN/AUTO/?uri=uriserv:OJ.L_.2021.199.01.0031.01.ENG&toc=OJ:L:2021:199:TOC
https://eur-lex.europa.eu/legal-content/EN/AUTO/?uri=uriserv:OJ.L_.2021.199.01.0031.01.ENG&toc=OJ:L:2021:199:TOC
https://eur-lex.europa.eu/legal-content/EN/AUTO/?uri=uriserv:OJ.L_.2021.199.01.0031.01.ENG&toc=OJ:L:2021:199:TOC
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h) “Transfer”, “Transferred” or “Transferring” means, whether by physical or electronic means, across 
national borders, both (i) the moving of Customer Personal Data from one location or person to another, and 
(ii) the granting of access to Customer Personal Data by one location or person to another.

2. Processing; Roles of the Parties

This Addendum sets forth the GDPR requirements applicable to Personal Data Processed by Ortto or through Ortto’s 
(or a Subprocessor’s) systems in connection with providing the services set forth in the Agreement (collectively, the 
“Services”). Exhibit A hereto sets out the Parties’ understanding of the Customer Personal Data to be Processed by 
Ortto pursuant to this Addendum, as required by Article 28(3) of the GDPR. Customer will inform Ortto of any 
changes to Exhibit A required in order to reflect Customer’s actual use of the Services. The Parties acknowledge 
that for purposes of this Addendum, Customer is a Controller and Ortto is a Processor.

3. Article 28 Requirements

In accordance with GDPR Article 28(3), Ortto will (and ensure that any Subprocessor acting under Ortto’s authority 
also will):

a) Process the Customer Personal Data solely (i) as needed to provide the Services; (ii) in accordance with the 
specific documented instructions provided by Customer, including with regard to any Transfers, as set forth 
in the Agreement and this Addendum; and (iii) as required to comply with any EEA or Member State law 
(in which case, Ortto shall provide prior notice to Customer of such legal requirement, unless that law 
prohibits this disclosure on important grounds of public interest); provided, however, that Ortto will not 
have any obligation to monitor UK, EEA or Member State requirements.

b) Ensure that persons authorized to Process the Customer Personal Data have committed themselves to 
confidentiality or are under an appropriate statutory obligation of confidentiality.

c) Take all security measures required by GDPR Article 32. Namely, taking into account the state of the art, 
the costs of implementation and the nature, scope, context and purposes of Processing as well as the risk of 
varying likelihood and severity for the rights and freedoms of natural persons, Ortto shall implement the 
measures set forth at https://ortto.com/security-privacy/, which include appropriate technical and 
organizational security measures to ensure a level of security appropriate to the risk, including, as 
appropriate: (i) the pseudonymisation and encryption of Customer Personal Data; (ii) the ability to ensure 
the ongoing confidentiality, integrity, availability and resilience of processing systems and services; (iii) the 
ability to restore the availability and access to Customer Personal Data in a timely manner in the event of a 
physical or technical incident; and (iv) a process for regularly testing, assessing and evaluating the 
effectiveness of technical and organizational measures for ensuring the security of the processing.

d) Assist the Customer by appropriate technical and organizational measures, insofar as this is possible, for the 
fulfilment of the Customer’s obligation to respond to requests for exercising Data Subjects’ rights as set 
forth in GDPR Chapter III, taking into account the nature of the Processing.

e) Assist the Customer with the obligations regarding Personal Data Breaches (GDPR Articles 33 and 34 and 
section 5 below), data protection impact assessments (GDPR Article 35), and prior consultation of the 
supervisory authority (GDPR Article 36), in all cases, taking into account the nature of Processing and the 
information available to Ortto.

f) At the Customer’s discretion, return all the Customer Personal Data to the Customer after the end of the 
provision of Services relating to Processing, and delete existing copies (it being expressly understood that 

https://ortto.com/security-privacy/


Page 3 of 14 

Customer has the ability to and may at its discretion export (return) all Customer Personal Data to Customer), 
unless applicable UK, EEA or Member State law requires Ortto to store the Customer Personal Data.

g) Provide the Customer with all information necessary to demonstrate compliance with the obligations laid 
down in the GDPR, and not more than once per year, allow for and contribute to audits, including 
inspections, conducted by the Customer or another auditor mandated by the Customer; provided, however: 
that (a) the Customer gives at least two weeks’ written notice to Ortto; (b) such audit or inspection will be 
conducted during normal business hours and shall not interfere with Ortto operations; and (c) Customer 
shall not be entitled access to any information (including Personal Data) that is not Customer Personal Data 
and that is subject to a confidentiality obligation under law or contract, including without limitation any 
such obligation owed to another customer of Ortto. Notwithstanding the foregoing, Customer shall be 
entitled to exercise its rights under this Section 3(h) more than once per year during the term of the 
Agreement in the event of a Personal Data Breach or if required by a Supervisory Authority.

h) Immediately inform Customer if, in Ortto’s opinion, an instruction infringes the GDPR or other UK, EEA 
or Member State data protection provisions; provided, however, that Ortto will not have any obligation to 
monitor UK, EEA or Member State data protection provisions.

4. Subprocessors

a) Ortto shall not share any Customer Personal Data with or engage any Subprocessor without prior specific 
or general written authorization of the Customer; provided, however, that Customer hereby specifically 
authorizes Ortto to Transfer Customer Personal Data to Subprocessors listed in Exhibit A, Annex III hereto 
for purpose of providing the Services, subject to the following conditions: (i) Ortto maintains a list of the 
Subprocessors to which it makes such Transfers and provides this list to the Customer upon written request; 
(ii) Ortto provides to the Customer at least 30 days’ prior notice of the addition or replacement of any 
Subprocessor on this list so that the Customer may have an opportunity to object in writing to such 
addition(s) or replacement(s); and (iii) if the Customer makes such an objection on reasonable grounds and 
Ortto is unable to modify the Services to prevent the Transfer to the additional Subprocessor, the Customer 
shall have the right to terminate the relevant Processing. In addition, Ortto will impose on any Subprocessor 
the data protection obligations as set out in this Addendum. Where a Subprocessor fails to fulfil its data 
protection obligations, Ortto shall remain fully liable to the Customer for the performance of the 
Subprocessor’s obligations.

b) Consistent with its obligations under the Privacy Shield Framework, Ortto shall require that any 
Subprocessor self-certifies to the Privacy Shield Framework or another mechanism permitted by Data 
Protection Laws for Transfers and Processing of Personal Data to a Third Country, or will ensure that any 
Subprocessor is obliged to provide adequate privacy and personal data protections for the Customer Personal 
Data that are no less protective than those required by the Privacy Shield Principles.

5. Transfers

a) Customer instructs Ortto to Transfer Customer Personal Data outside the UK or EEA as required to perform 
the Services, as set forth in this Addendum.

b) Customer and each Customer Affiliate (each as “data exporter”) and Ortto (“data importer”), with effect 
from the commencement of the relevant transfer, hereby enter into (i) the Module 2 SCC in respect of any 
Restricted Transfer from Customer or any Customer Affiliate to Ortto governed by GDPR; and/or (ii) the 
UK IDTA in respect of any Restricted Transfer from Customer or any Customer Affiliate to Ortto governed 
by UK Data Protection Law; each of which is expressly incorporated herein.

c) The Parties agree that with respect to the Module 2 SCC:
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1) Clause 7 – Docking clause shall apply; 

2) In Clause 9 – Use of subprocessors, “Option 2” shall apply and the “time period” shall be 30 days; 

3) In Clause 11(a) – Redress, the optional language shall not apply;

4) In Clause 13(a) – Supervision, the following shall be inserted: [[Where the data exporter is established 
in an EU Member State:] The supervisory authority with responsibility for ensuring compliance by the 
data exporter with Regulation (EU) 2016/679 as regards the data transfer, as indicated in Annex I.C, 
shall act as competent supervisory authority.] OR [Where the data exporter is not established in an EU 
Member State, but falls within the territorial scope of application of Regulation (EU) 2016/679 in 
accordance with its Article 3(2) and has appointed a representative pursuant to Article 27(1) of 
Regulation (EU) 2016/679:] The supervisory authority of the Member State in which the representative 
within the meaning of Article 27(1) of Regulation (EU) 2016/679 is established, as indicated in Annex 
I.C, shall act as competent supervisory authority.] OR [Where the data exporter is not established in an 
EU Member State, but falls within the territorial scope of application of Regulation (EU) 2016/679 in 
accordance with its Article 3(2) without however having to appoint a representative pursuant to Article 
27(2) of Regulation (EU) 2016/679:] The supervisory authority of one of the Member States in which 
the data subjects whose personal data is transferred under these Clauses in relation to the offering of 
goods or services to them, or whose behavior is monitored, are located, as indicated in Annex I.C, shall 
act as competent supervisory authority.]

5) In Clause 17 – Governing law, [“Option 1”] [“Option 2”] shall apply and the “Member State” shall be 
[_________________________];

6) In Clause 18 – Choice of forum and jurisdiction, the Member State shall be 
[_________________________];

7) Annex I shall be deemed populated with the relevant sections of Annex I to this Addendum; 

8) Annex II shall be deemed populated with the relevant sections of Annex II to this Addendum.

d) The Parties agree that with respect to the UK IDTA, the Module 2 SCC (as incorporated by reference) shall 
be read in accordance with, and deemed amended by, the provisions of Part 2 (Mandatory Clauses) of the 
UK IDTA, and the Parties confirm that the information required for the purposes of Part 1 (Tables) of the 
UK IDTA is as set forth below:
 
1) Table 1 - the Parties are Customer and Ortto, with contact details as set forth in Annex I to this 

Addendum.

2) Table 2 - the Approved EU Standard Contractual Clauses with optional provisions as set forth hereabove.

3) Table 3 - the Annexes are deemed completed with the relevant information contained in the Annexes to 
this Addendum.

4) Table 4 - neither Party has the right of termination set forth in Section 19 of the UK IDTA.



Page 5 of 14 

e) If, at any time, a Supervisory Authority or a court with competent jurisdiction over a Party mandates that 
Transfers from Controllers in the EEA or the UK to Processors established outside the EEA or the UK must 
be subject to specific additional safeguards (including but not limited to specific technical and organizational 
measures), the Parties shall work together in good faith to implement such safeguards and ensure that any 
Transfer of Customer Personal Data is conducted with the benefit of such additional safeguards.

f) Ortto has certified its adherence to the Privacy Shield Framework. Ortto represents and warrants that (i) its 
Privacy Shield certification covers the Customer Personal Data that Ortto receives or accesses in the United 
States, and that it will maintain its Privacy Shield certification throughout the term of the Agreement; (ii) it 
will process Customer Personal Data covered by Privacy Shield in accordance with Privacy Shield 
principles, including as relate to onward transfers; (iii) it will submit to the investigatory and other 
jurisdiction of the U.S. Federal Trade Commission and/or data protection authorities in the EU, to the extent 
that such investigatory and other jurisdiction would apply to Ortto under the Privacy Shield Framework; and 
(iv) as applicable, based on the nature of the processing, it agrees to assist the Customer in responding to 
individuals exercising their rights under the Privacy Shield. Ortto agrees to immediately notify the Customer 
if it determines that it can no longer meet its obligations under the Privacy Shield.

6. Conflicting Terms

This Addendum supplements, and does not replace, any existing obligations related to the privacy and security of 
Customer Personal Data as already set forth in the Agreement. In the event of a conflict between the terms of this 
Addendum and the Agreement, Ortto shall comply with the obligations that provide the most protection for Customer 
Personal Data, in particular, in terms of security. In the event of any conflict or inconsistency between the terms of 
the Agreement or this Addendum, and the terms of an agreement governing Transfer outside the UK or EEA entered 
into pursuant to Section 5 herein, the applicable clauses of the agreement governing Transfer entered into Section 5 
herein shall control.

7. Survival

Notwithstanding anything to the contrary in the Agreement, the obligations pursuant to this Addendum shall survive 
termination of the Agreement for as long as Ortto holds or Processes Customer Personal Data on behalf of the 
Customer.

Accepted and agreed to as of the Effective Date by the authorized representative of each party:

CUSTOMER ORTTO, INC.

Signature: Signature:

Customer Name: ____________________________ Print Title:

Date: Date:
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Exhibit A

Description of Processing and Security Measures

This Exhibit A includes certain details of the Processing of Customer Personal Data as required by the SCC and by 
GDPR Article 28(3).

ANNEX I 

A. LIST OF PARTIES

Data exporter(s): [Identity and contact details of the data exporter(s) and, where applicable,
of its/their data protection officer and/or representative in the European Union]

1. Name: ______________________

Address: ____________________________________________

Contact person’s name, position and contact details: ____________________________________________

Activities relevant to the data transferred under these Clauses: 
________________________________________________________________________________________

Signature and date: ____________________________________________

Role (controller/processor): Controller

Data importer(s): [Identity and contact details of the data importer(s), including any contact
person with responsibility for data protection]

The data importer is: Ortto, Inc.

Address: 1390 Market Street, Suite 200 San Francisco CA 94102 USA

Contact person’s name, position and contact details: Chris Sharkey, CTO, privacy@ortto.com

Activities relevant to the data transferred under these Clauses: A United States-based provider of services which 
provides online services to its customers that permit customers to engage with their customers using omnichannel 
communication methods

Signature and date: ____________________________________________

Role (controller/processor): Processor

B. DESCRIPTION OF TRANSFER

Nature of the Processing

Ortto’s Processing of the Customer Personal Data is done in connection with the Customer’s use of the 
Services. 
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Purpose of the Transfers and further Processing of Customer Personal Data

Ortto’s Processing of the Customer Personal Data is done for the express purpose and to the extent 
necessary to provide the Services.

Categories of data subjects whose personal data is transferred / processed

Customers, employees and agents of Customers, and/or end users of Customers’ services.

i) Categories of personal data transferred; Types of Customer Personal Data to be Processed

May include IP addresses, names, e-mail addresses, or other personal contact information uploaded to our 
Service by the Customer, or its employees and agents, or via the Customer’s Sites and their use of our 
Services.

Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take into consideration 
the nature of the data and the risks involved, such as for instance strict purpose limitation, access restrictions 
(including access only for staff having followed specialised training), keeping a record of access to the data, 
restrictions for onward transfers or additional security measures.

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis).

Determined by the Customer’s use of the Services.

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine 
that period

Customer allows Ortto to retain Personal Data related to the Services beyond the termination of Services, 
but Ortto agrees to delete any retained Personal Data at the request of the Customer (it being expressly 
understood that Customer has the ability to, and may at its discretion, export (return) all Customer 
Personal Data to Customer at any time). Personal data will be retained up to 30 days after the Customer 
ceases use of the Services.

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing

Ortto’s transfer of the Customer Personal Data to Subprocessors is done for the express purpose and to the 
extent necessary to provide the Services.

C. COMPETENT SUPERVISORY AUTHORITY

Identify the competent supervisory authority/ies in accordance with Clause 13 of the Module 2 SCC

[______________________]
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ANNEX II - TECHNICAL AND ORGANISATIONAL MEASURES 

Description of the technical and organisational measures implemented by the Contracted Processors (including 
any relevant certifications) to ensure an appropriate level of security, taking into account the nature, scope, 
context and purpose of the processing, and the risks for the rights and freedoms of natural persons.

See the measures set forth at https://ortto.com/security-privacy/

Measures of pseudonymisation and encryption of personal data

● Personal data is stored in databases with encryption at rest and in transit 

Measures for ensuring ongoing confidentiality, integrity, availability and resilience of processing systems and 
services

● Strict access controls and account isolation

● Web / API traffic is load balanced across multiple resources

● Some services are only available on isolated networks.

● Continuous scanning through security tools such as Vanta

Measures for ensuring the ability to restore the availability and access to personal data in a timely manner in the 
event of a physical or technical incident

● Monitoring for backups
● Routine testing of data restore processes
● Documented data restore processes

Processes for regularly testing, assessing and evaluating the effectiveness of technical and organisational 
measures in order to ensure the security of the processing

● Logging of access to customer instances

Measures for user identification and authorisation 

● Username and password authentication with optional Google SSO / required domain wide Google 
SSO supporting MFA.

● Password securely hashed and stored as hash only with separate salt using standard encryption 
libraries.

● Rate limiting, randomized delays and blocking to prevent brute force enumeration.

Measures for the protection of data during transmission 

● Use industry standard encryption for data transmission over public networks (i.e. HTTPS/TLS/SSL)
● Access to data requires authentication and authorisation

https://ortto.com/security-privacy/
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Measures for the protection of data during storage

● Data is backed up to a remote location regularly
● Data is stored on distributed databases which can handle node failures

Measures for ensuring physical security of locations at which personal data are processed

● https://aws.amazon.com/compliance/data-center/controls/
● https://www.rackspace.com/compliance
● No data is stored on-premise or backed up physically

● Rackspace, AWS, IBM Cloudant, ObjectRocket, and Google handle physical security.

Measures for ensuring events logging

● Alerts when logging is not running
● Automated testing

● AWS CloudWatch and Elastic.co Elasticsearch for Logging

● Prometheus for system metrics

Measures for ensuring system configuration, including default configuration

● Use of Infrastructure-as-Code tools (i.e. Terraform / Ansible)
● Use of GitHub for all code

Measures for internal IT and IT security governance and management 

● Use of Infrastructure-as-ode tools (i.e. Terraform)
● Code reviews via GitHub
● Accountability and auditing based deployments

Measures for certification/assurance of processes and products

● Vanta scanning
● Vendor assessments

Measures for ensuring data minimisation

● Customer manages what data is collected via configuration and usage to match their use case and 
compliance needs.

Measures for ensuring data quality

● Database schemas to restrict data collected to ensure consistency
● Data is siloed to its system/source

Measures for ensuring limited data retention
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● Backups are kept for 29 days
● Logging on any systems that access PIA is limited to 29 days

● Deleted contacts via API / service are permanently wiped from our systems excepting backups and 
logging which expire or can be purged.

Measures for ensuring accountability

● Logging of access to customer instances
● Logging of changes to applications

Measures for allowing data portability and ensuring erasure

● Use of industry standard data storage options to allow for portability to different providers and 
environments

● Actions to delete data by customers through the application are actioned immediately

For transfers to (sub-) processors, also describe the specific technical and organisational measures to be taken by 
the (sub-) processor to be able to provide assistance to the controller and, for transfers from a processor to a sub-
processor, to the data exporter

● Follow subprocessor’s DPA practices
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Annex III

List of Subprocessors (Clause 9(a), option 2)

   Location of Data

Company HQ Address Support Contact

Uses 
Amazon

Web 
Services?

Server Location

Amazon Web Services, 
Inc.

1200 12th Avenue 
South, Suite 1200, 
Seattle, WA 98144

https://aws.amazon.com/conta
ct-us/ 

 

Yes

AWS Regions: 
us-east-1 (North Virginia, USA)
us-east-2 (Ohio, USA)
ap-southeast-2 (Sydney, Australia)
eu-central-1 (Frankfurt, Germany)  

MailUp, Inc.

450 Townsend St., 
San Francisco, CA

94107

support@beefree.io Yes EU-West (Ireland)
us-east-2 (Ohio, USA)

Cloudant, Inc
1 New Orchard Road 
Armonk, New York

10504-1722

https://www.ibm.com/support/
home/ 

 

No

Toronto 1: Suite 130, Markham, ON, L3R 4B6, Canada

FullContact

1755 Blake St., Suite 
#450 

Denver, Colorado 
80202

support@fullcontact.com Yes US East 1 (North 
Virginia)

LiveChat, Inc.

One International 
Place, 

Suite 1400, 
Boston MA 02110- 

2619

https://www.livechatinc.com/k
b/ 

 

No Dallas, Texas

https://aws.amazon.com/contact-us/
https://aws.amazon.com/contact-us/
mailto:support@beefree.io
https://www.ibm.com/support/home/
https://www.ibm.com/support/home/
mailto:support@fullcontact.com
https://www.livechatinc.com/kb/
https://www.livechatinc.com/kb/
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Lob, Inc.

185 Berry St #6100, San 
Francisco, CA

94107

support@lob.com Yes US West 20 (Oregon)

Rackspace US, Inc.

1 Fanatical Place 
City of Windcrest 

San Antonio, Texas 
78218

https://www.rackspace.com/en
-us/support

No ORD Data Center (Chicago)

SendGrid, Inc.

1801 California 
Street,

Denver, CO 80202

https://support.sendgrid.com/h
c/en-us 

 

No

East Coast 
(Virginia) & West 
Coast (Las Vegas)

Twilio Inc.

375 Beale St, Suite 
300, 

San Francisco, CA 
94105

support@twilio.com No
East Coast 
(Virginia) & West 
Coast (Oregon)

Zendesk, Inc.
1019 Market St, San 

Francisco, CA 94103 support@zendesk.com Yes
US West 20 
(Oregon)

Elastic.co

800 West El Camino Real
Suite 350
Mountain View, California
94040

info@elastic.co Yes

Uses same region(s) as AWS

MongoDB
1633 Broadway 38th floor, 

New York, NY 10019, 
United States

https://support.mongodb.c
om/home Yes

Uses same region(s) as AWS 

Google Cloud Platform 
(GCP)

1600 Amphitheatre Parkway 
Mountain View, CA 94043 https://cloud.google.com/

contact No

GCP Regions:
us-central1 (Iowa, USA)
europe-west4 (Eemshaven, Netherlands)
australia-southeast2 (Melbourne, Australia)

mailto:support@lob.com
https://www.rackspace.com/en-us/support
https://www.rackspace.com/en-us/support
https://support.sendgrid.com/hc/en-us
https://support.sendgrid.com/hc/en-us
mailto:support@twilio.com
mailto:support@zendesk.com
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Annex IV

Sub-Processor Data Inventory

Company HQ Address Support Contact Data which can be accessed

Amazon Web 
Services, Inc.

1200 12th Avenue
South, Suite 1200,
Seattle, WA 98144

https://aws.amazon.com/contact-us/ None. All servers are encrypted and while servers are hosted 
on AWS, AWS does no data processing on behalf of Ortto, it 
is done by us using their hardware.

MailUp, Inc.
450 Townsend St.,
San Francisco, CA
94107

support@beefree.io Email templates.
Marketing emails.

Cloudant, Inc
1 New Orchard Road 
Armonk, New York

10504-1722
https://www.ibm.com/support/home/ Customer data including PII

Activity history for customers and accounts.

FullContact

1755 Blake St., Suite
#450
Denver, Colorado
80202

support@fullcontact.com Non PII customer data.

LiveChat, Inc.

One International
Place,
Suite 1400,
Boston MA 02110-
2619

https://www.livechatinc.com/kb/ Customer and potential customer data including PII
Conversation history.

Lob, Inc.
185 Berry St #6100, 
San Francisco, CA

94107
support@lob.com Customer data including PII.

Rackspace US, 
Inc.

1 Fanatical Place
City of Windcrest
San Antonio, Texas

https://www.rackspace.com/en-
us/support

None. All servers are encrypted and while servers are hosted 
on Rackspace, Rackspace does no data processing on behalf 
of Ortto, it is done by us using their hardware.

https://aws.amazon.com/contact-us/
https://www.ibm.com/support/home/
https://www.livechatinc.com/kb/
https://www.rackspace.com/en-us/support
https://www.rackspace.com/en-us/support
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78218

SendGrid, Inc.
1801 California
Street,
Denver, CO 80202

https://support.sendgrid.com/hc/en-us Customer data including PII.
Marketing emails.

Twilio Inc.

375 Beale St, Suite
300,
San Francisco, CA
94105

support@twilio.com
Customer data including PII.
Marketing SMS.

Zendesk, Inc. 1019 Market St, San 
Francisco, CA 94103 support@zendesk.com

Customer data including PII.
Support tickets.

Elastic.co

800 West El Camino 
Real
Suite 350
Mountain View, 

California
94040

info@elastic.co Log data, NOT including PII (this is scrubbed).

MongoDB
1633 Broadway 38th 

floor, New York, NY 
10019, United States

https://support.mongodb.com/home
Meta data including: email templates, marketing emails, 
account settings, and other data to make the product work. No 
customer PII.

Google Cloud 
Platform (GCP)

1600 Amphitheatre 
Parkway Mountain View, 
CA 94043

https://cloud.google.com/contact Analytics data.
Activities data.

 

https://support.sendgrid.com/hc/en-us

